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General Information for System/Third-Party Website or Application (TPWA)
Cloud Information
Privacy Threshold Analysis (PTA)
A PTA is used to determine if an HHS Privacy Impact Assessment (PIA) is required.
The following process guides a System Owner and/or Privacy Coordinator (PC) through the PIA process, in accordance with the policies of the HHS Cyber Security Program.  
Each NIH system (including minor children) must have a signed PTA completed and uploaded in NSAT as part of the Security Assessment & Authorization (SA&A) process.
Question
Response
1.  Is the system FISMA Reportable? (General Support Systems, Major or Minor Stand-Alone Applications owned/operated by NIH or on behalf of the agency whether hosted at NIH or hosted off-site by commercial vendors/contractors/ cloud providers)
2.  Does the system or survey contain or process any type of Personally Identifiable Information (PII) (whether sensitive or non-sensitive)?
If you answer YES to EITHER of the 2 questions above, you must complete an IT System PIA.
Question
Response
1.  Will the system make use of a Third-Party Website or Application? (i.e. Facebook, YouTube, Twitter, Pinterest)
If you answer YES to the question above, you must complete a Third-Party Website or Application (TPWA) PIA.
If the results of the PTA indicate a PIA is required, the specific PIA Form will be made available in NSAT within 5 business days for completion by the appropriate party.
Required Signatures
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NIH Security Authorization Tool (NSAT) Entity Creation Form 
General Information Instructions for System/Third-Party Website or Application (TPWA)
Cloud & Privacy References
Cloud Type:
Defined in NIST SP 500-292 http://collaborate.nist.gov/twiki-cloud-computing/pub/CloudComputing/ReferenceArchitectureTaxonomy/NIST_SP_500-292_-_090611.pdf
Broker - An entity that manages the use, performance and delivery of cloud services, and negotiates relationships between Cloud Providers and Cloud Consumers.
Consumer - A person or organization that maintains a business relationship with, and users services from, Cloud Providers.
Provider - A person, organization, or entity responsible for making a service available to interested parties.
 
Cloud Deployment Model:
Defined in NIST SP 800-145 http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
Public Cloud - The cloud infrastructure is provisioned for open use by the general public.  It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them.  It exists on the premises of the cloud provider.
Community Cloud - The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises.
Private Cloud - The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g., business units). It may be owned, managed, andoperated by the organization, a third party, or some combination of them, and it may exist on or off premises.
Hybrid Cloud - The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community, or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load balancing between clouds).
 
FISMA Inventory: 
HHS Standard for FISMA Inventory Management http://www.hhs.gov/ocio/policy/20080006001s.html 
NIST guidance recognizes that agencies have flexibility in determining what constitutes an IT system (i.e., General Support System [GSS], major application, or minor application) and the resulting security accreditation boundary that is associated with that system.  This includes IT systems used or operated by NIH or by a contractor or organization to process, store, or transmit information on behalf of the agency.  The IT systems listed as specific entries in the HHS FISMA Inventory shall primarily consist of GSSs and major applications. Although most minor applications are generally included within the accreditation boundary of a GSS or major application, there may be instances when a minor application requires its own security SA&A package.  In this scenario, the minor application shall also be listed separately in the HHS FISMA Inventory.
 
Information Technology:
Defined in NIST SP 800-53 http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf 
Any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the executive agency.  For purposes of the preceding sentence, equipment is used by an executive agency if the equipment is used by the executive agency directly or is used by a contractor under a contract with the executive agency which: (i) requires the use of such equipment; or (ii) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.  The term information technology includes computers, ancillary equipment, software, firmware, and similar procedures, services (including support services), and related resources.
 
Information System: 
Defined in NIST SP 800-53 http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf 
A discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.Note: Information systems also include specialized systems such as industrial/process controls systems, telephone switching and private branch exchange (PBX) systems, and environmental control systems. 
 
Personally Identifiable Information (PII): 
Defined in OMB Memorandum 07-16 http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2007/m07-16.pdf 
Information that can be used to distinguish or trace an individual's identity, either alone or when combined with other personal or identifying information that is linked or linkable to a specific individual.  The definition of PII is not anchored to any single category of information or technology.  Rather, it requires a case-by-case assessment of the specific risk that an individual can be identified.  Non-PII can become PII whenever additional information is made publicly available  -- in any medium and from any source  -- that, when combined with other available information, could be used to identify an individual.  PII includes but is not limited to name, home address, personal email or phone number, full or partial Social Security Number (SSN), date or place of birth, financial information, patient identifiers, biometric records, license number, etc.  PII is protected by the provisions of the Privacy Act if the record in which it is located is under the control of NIH and is contained in an authorized system of records retrieved by a personal identifier.
 
Privacy Impact Assessment (PIA):  
Defined in OMB Memorandum 03-22 http://www.whitehouse.gov/omb/memoranda_m03-22/ 
An analysis of how information is handled: (i) to ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy; (ii) to determine the risks and effects of collecting, maintaining, and disseminating information in identifiable form in an electronic information system; and (iii) to examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks.
 
Sensitive Information (SI): 
Defined in the Computer Security Act of 1987 http://epic.org/crypto/csa/csa.html 
Any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, United States Code (the Privacy Act of 1974, as amended), but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept classified in the interest of national defense or foreign policy.  Information is considered sensitive if the loss of confidentiality, integrity, or availability could be expected to have a serious, severe or catastrophic adverse effect on NIH operations, organizational assets, or individuals.
 
System Owner: 
Official responsible for the overall procurement, development, integration, modification, or operation and maintenance of an information system.
 
Third-Party Website or Application (TPWA): 
Defined in OMB Memorandum 10-23 http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-23.pdf 
Web-based technologies that are not exclusively operated or controlled by a government entity, or web-based technologies that involve significant participation of a nongovernment entity.  Often these technologies are located on a “.com” website or other location that is not part of an official government domain.  However, third-party applications can also be embedded or incorporated on an agency's official website. 
1.  Enter the full Entity/TPWA Name.  If entity is a TPWA, a TPWA URL is required and all other required fields can be set to N/A.
 
2.  Include existing NSAT users who will need access to edit or review the system information. New user? Fill out the NSAT User Request Form.
 
3.  Enter the User's Name and the AD Account ID (User ID) and use the drop down box to select the Role. 
         i. Read Only - Grants the user the ability to review system information but may not save any changes. 
         ii. Full Access - Grants the user the ability to modify and save system information for their entire IC. 
         iii. System Specific - Grants the user the ability to modify and save system information to only their assigned systems.
         iv. Privacy Roles - Grants Read Only, Full, or System Specific Access for a Privacy Officer.
 
4.  The completed form will be emailed to the NSAT Support Mailbox or you may fax the signed completed document to (301) 402-4464.
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