System of Records Notice (SORN) Review Checklist
Definition:

"System of Records" (SOR) is a group of any records (paper or electronic) under the control of any agency (Department of Health and Human Services) from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual (such as SSN, date of birth, symbol, etc.).
This checklist will help ensure that all System of Records Notices conform to and comply with standards outlined in the General Administration Manual (GAM) - PHS Chapter 45-12 (Creation, Alteration, and Termination of Privacy Act Systems of Records and Associated Documentation (paper copy)); GAM - HHS Chapter 45-10 (Privacy Act – Basic Requirements and Relationships) (http:/www.hhs.gov/hhsmanuals/gam/chapters/45-10.pdf; and OMB Circular A-130 – Appendix I:  Federal Agency Responsibilities for Maintaining Records about Individuals (http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html 
It is to be utilized as a tool to assist Privacy Act contacts and Records System Owners/Managers in conducting a systematic review of SORs subject to the Privacy Act.
The Privacy Act requires an agency “maintain in its records only such information about an individual as is relevant, timely and necessary to accomplish a purpose of the agency.  In your review be sure that before you deem a system obsolete that it is not connected to some other system that is still being utilized.  
PRIVACY ACT SYSTEM OF RECORDS NOTICE REVIEW CHECKLIST

OPDiv/STAFFDiv

________________________________________________
System Number:                    _______________________________________________

System Name:                        _______________________________________________

System Manager (Name):      ______________________________________________

      Title:    _________________________________________

      Location: _______________________________________

Designated person completing Checklist if other than System Manager:

________________________________________________________________________

Date review was completed:  _____________________________________________

Overall comments: 
1.  System Name
     The system name should reflect the categories of individuals on whom 
     information is maintained.  
     The current name adequately describes the system of records.   
     [   ] Yes     [   ] No

     The current name does not adequately describe the system of records and has 
     been updated/clarified on the attached notice and/or below.  [   ]
        Comments/Updates/Clarifications:

2.   Security Classification
      This section refers to national security.  It is primarily for use by the     

      Department of Defense and should be marked “None “ since HHS does not          

      maintain any systems of records which are subject to a national security 
      classification.

3.   System Location
     This section should identify the complete address including (zip code) of each 
     location of records in the system.  (If there are more than one location you 
     should list all addresses in an Appendix at the end of the notice and in this 
     section put “See Appendix I).
     All record sites, including Federal Records Centers and contractor sites, if 
     applicable, are identified in the attached notice.  [   ] Yes     [   ] No

                                                          

     Information in this section has been updated/clarified on the attached notice 
     and/or below.     [   ]                                                                 

     Comments/Updates/Clarifications:

4.  Categories of Individuals Covered by the System
     This section should reflect the categories of individuals about whom record   

     are maintained in such a manner that individuals are able to determine if 

     there is a record about them in the system.

    All categories of individuals on whom information is maintained are     

    adequately described.   [   ] Yes
    [   ] No

                                        
    Information in this section has been updated/clarified on the attached      
    notice and/or below.  NOTE: If the categories of individuals are being
    expanded, a major alteration may be required.  [   ]
    Comments/Updates/Clarifications:
5.  Categories of Records in the System
     This section should contain a description of the types of individually
     identified information which are maintained in the system, e.g., social security    

     number, date of birth, patient medical history, loan applications, curriculum 
     vitae, laboratory test results, etc. (NOTE:  The Office of Management and 
     Budget (OMB) Memorandum 07-16, Safeguarding Against and Responding     

     to the Breach of Personally Identifiable Information (May 22, 2007) has 
     directed agencies throughout the federal government  to eliminate      

     unnecessary collection and use of social security numbers.)   

     (http://www.whitehouse.gov/omb/memoranda/fy/2007/m07-16.pdf)
     All categories of records which are maintained in the system are adequately 
     described.   [   ] Yes     [   ] No

     Information in this section has been updated/clarified on the attached           

     notice and/or below.  NOTE:  If the categories of records are being             

     expanded, a major alteration may be required.  [   ]

     Comments/Updates/Clarifications:

6.  Authority for Maintenance of the System
     This section should state the specific legal authority (citation and descriptive 
     title) for maintenance of the system.  Only a Statute or Executive Order of the 
      President may be cited as the authority for maintenance of the system.  A 
      regulation should not be cited as the authority.

     This section cites the proper legal authority for maintenance of the system.   
      [   ] Yes      [   ] No
     Information in this section has been updated/clarified led on the attached      

     notice and/or below.    [   ]

     Comments/Updates/clarifications:

7.  Purpose(s)

     This section states the purpose(s) for which the system of records was 
     established and uses of the information which are internal to the Department.

     Information in this section is correct as currently stated.  [   ] Yes   [   ] No
                                                                                                                                 

     Information in this section has been updated/clarified on the attached     
     notice and/or below.   [   ]

          Comments/Updates/Clarifications:

8. Routine Uses of Records Maintained in the System, including

Categories of Users and the Purposes of Such Uses

This section should list each routine use of the information outside the Department which is authorized for records in the system.  Each individual routine use should identify the third party, to whom disclosure is authorized, the type of information to be disclosed and the purpose for the disclosure.   (NOTE:  The Office of Management and Budget (OMB) Memorandum 07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information (May 22, 2007) has directed agencies throughout the federal government  to comply with the “Incident Reporting and Handling Requirements” section of the FISMA Report to incorporate a “notification of breach” routine use in the systems that are at risk.  All OPDIVs/STAFFDIVs must incorporate the following routine use language as part of your normal SORN review process.  “To appropriate federal agencies and Department contractors that have a need to know the information for the purpose of assisting the Department’s efforts to respond to a suspected or confirmed breach of the security or confidentiality or information maintained in this system of records, and the information disclosed is relevant and unnecessary for the assistance.” (See attached October 9, 2007 memo to HHS Privacy Act Contacts)  
Each routine use statement is still needed and the wording conforms to current guidance.  [   ] Yes   [   ] No     
This notice requires the notification breach routine use language.
[   ] Yes   [   ] No   (If yes, please explain below in comment section)                              
Information in this section has been updated/clarified on the attached     notice and/or below.   [   ]                                        

Comments/Updates/Clarifications:
9.  Storage
     This section should describe the media in which the records are stored, e.g, 
     file folders, file cabinets, disks, magnetic tapes, etc.

     This section adequately describes how all records in the system are currently 
     stored.     [   ]  Yes     [   ]  No                                     

             
     Information in this section has been updated/clarified on the attached 
     notice and/or below.  NOTE: A major revision may be required if (1) the 
     system is being partially or fully automated or (2) an already automated       

     system is being expanded, e.g., when automated records are no longer 
     maintained just on a mainframe magnetic tape but are now also being   

    downloaded to micro-computers and maintained by authorized users on

    disks.  (Such changes sometimes create the potential for greater disclosure)        

      Comments/Updates/Clarifications:

10. Retrievability
This section should state how individual records are retrieved from the 
system, e.g., by name or SSN or other personal identifier.

This section correctly states how records are retrieved from the system. 

      [   ] Yes     [   ] No

      Information in this section has been updated/clarified on the attached 
      notice and/or below.    [   ]

      Comments/Updates/Clarifications:
11.  Safeguards
This section should describe all measures currently in place to minimize the risk of unauthorized access to or disclosure of records in the system, reflecting the most recent risk analysis. It should also identify the categories of employees who are authorized to have access to the records.

This section adequately describes all safeguards which are applicable to records in the system, including the categories of employees who have

      access to the records.     [    ] Yes        [   ] No
      Information in this section has been updated/clarified on the attached

      notice and/or below.   [   ]

      Comments/Updates/Clarifications:
12.  Retention and Disposal
       This section should state the authorized retention period in individual 

       identified form for records in the system and the subsequent means of 
 disposal.  Determine if the records should be retired to a Federal Records 
 Center.  If yes, be sure it is reflected under System Location. 

This section accurately states the retention period and means of disposal of 
records in the system.   [   ] Yes    [   ] No

Information in this section has been updated/clarified on the attached
notice and/or below.    [   ] 

Comments/Updates/Clarifications:

13.  System Manager(s) and Address
       This section should state the title and current address of the agency official 
       who is responsible for the system’s policies and practices.  Do not provide an   

       individual’s name.  Umbrella systems with multiple system managers must     

       also list a policy-coordinating official.
      The system manager is correct as currently indicated.  [   ] Yes    [   ] No
     Information in this section has been updated/clarified on the attached notice      

     and/or below.     [   ]  
      Comments/Updates/Clarifications:

14.  Notification Procedure
       This section should provide the title and office to which the individual    

       should write to determine whether or not the system contains a record about 
       the individual. This section also should include whatever information the 
       individual must furnish in order for the responsible office to be able to 
       determine if a record exists, e.g., appropriate date and place claim was filed. 
       Be sure that the parent/guardian statement is included if the system contains 
       records of minors or legally incompetent persons.  If this is an exempt system
       of records, be sure that the Notification, Access and Contesting Records     

       procedures reference the exemption status appropriately.

This section provides complete instructions and the address is current.   
[   ] Yes      [   ] No

                                                                                                                        

      Information in the section has been updated/clarified on the attached notice 
      and/or below.      [   ]

      Comments/Updates/Clarifications:

15.  Record Access Procedures
       This section should state (1) all information which the individual should 
       furnish when requesting access when the individual already knows the 
       system contains a record about the individual and (2) where to send the 
       request. Include in this section the verification of identity the responsible 
       office needs to determine that the requester is who he or she claims to be. 
       Also include the statement that the individual may request an accounting of 
       disclosures. (Exempt systems see item 14.)

      The instructions provided in this section are complete and current.  

      [    ] Yes      [   ] No

  

      Information in this section has been updated/clarified on the attached 
      notification and/or below.    [   ]

      Comments/Updates/Clarifications:

16.  Contesting Record Procedures
      This section should include the mailing address of the official whom the 
      individual may contact to request correction or deletion of records.  It should 
      include the statement that the right to contest records is limited to      

      information which is incomplete, irrelevant, incorrect, or untimely (obsolete).  
      (Exempt systems see item 14.)

      The instructions in this section are adequately stated and the address is 
      correct.     [   ] Yes     [   ] No

                                                                                                                          

      Information in this section has been updated/clarified in the attached notice 
      and/or below.   [   ]

      Comments/Updates/Clarifications:

17.  Record Source Categories
       This section describes the sources of records in the system. It should identify 
       all sources of records, internal as well as external, e.g., from State and local   

       government agencies, from the subject individual, from third-party   

       individuals, and from other Federal systems of records.  Identify the specific 
       systems.

       All current record sources are included are correctly stated.  [   ] Yes  [   ] No                                                                                                                       

                                                                                                                          

Information in this section has been updated/clarified on the attached        notice and/or below.    [   ]

Comments/Updates/Clarifications:

18.  System Exempted from Certain Provisions of the Act
      This section identifies the specific subsection(s) of the Privacy Act which 
      permits which permits exemption of the system from the Act’s notification   

      and access provisions, and the categories of records which are exempt from   

      access by the subject individual.  (Only those exemptions which have been   

      published separately in the Federal Register under DHHS rule​making 
      procedures may be cited.)

      Information in this section is correct as stated.   [   ] Yes    [   ] No
                                                                                                                                                

Information in this section has been updated/clarified of the attached 


      notice and/or below.   [   ]

      Comments/Updates/Clarifications:
All Departmental SORNs can be found at:  http://www.hhs.gov/foia/ 
